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. Security

. Privacy

. Confidentiality

. Integrity

. Availability

. Aauthentication

. Aauthorization

. Non-repudiation

. Token

10. Audit Trails

11. Data Encryption

12- Public Key Infrastructure (PKI)
13. Pretty Good Privacy (PGP)

O©CoO~NO OIS WNPE

Abdolhak, M. Grostick, S. Hanken, M. (2008). Health information of a
strategic resource. USA: W. B Saunders company.

Caelli, W. Longley, D. Shain, M. (1991). Information security handbook.
NewYork: Macmillan, Computers.

Chen, YY. Lu, JC. Jan, JK. (2012). A secure EHR system based on hybrid
clouds. J Med Syst. 36 (5): 3375-84.

Eloff, S. (1999). Security in health-care information systems—current
trends. International Journal of Medical Informatics. 54 (1): 39-54.

Fernandez-Aleman, JL. Sefior, IC. Lozoya, PA. Toval, A. (2013). Security
and privacy in electronic health records: A systematic literature
review. J Biomed Inform. 46 (3): 541-62

Gleni, S. Maple, C. Yue, Y. (2009). Security Issues of a Biometrics Health
Care Information System: The Case of the NHS. Computing,
Engineering and Information, . I. in CC '09. International Conference.
Fullerton.

Hristidis, V. (2010). Information Discovery on Electronic Health Records.
New York: Taylor and Francis Group.

loy SUNI (5 5>

"9" ‘h.:?UAJ.: Qb%‘%‘d‘ﬁ&b)&hbJ



d%-&n}“djwu)“;ﬂ;y\;y

WAY 5ol a5y ol ot Jlo b S asllead /40

Kluge, EH. (2004). Informed consent and the security of the electronic
health record (EHR): some policy considerations. Int J Med Inform.
73 (3): 229-34.

MCway, D. (2008). Today’s health information management. USA.
Thomson (Delmar).

Rodrigues, J. (2010). Health Information Systems: Concepts, Methodologies,
Tools, and applications. NewYork: Hershy.

Shortliffe, E. (2001). Medical informatics: computer applications in health
care and biomedicine. 2ed. New York: Springer.

Tan, J. (2009). Medical Informatic: concepts, methodology, tools and
applications. NewYork: Hershy.

Tejero, A. De la Torre, I. (2011). Advances and current state of the security
and privacy in electronic health records: survey from a social
perspective. J Med Syst. 36 (5): 3019-27.

Tejero, A. De la Torre, I. (2011). Advances and current state of the security
and privacy in electronic health records: survey from a social
perspective. J Med Syst. 36 (5): 3019-27.

Van der Linden, H. Kalra, D. Hasman, A. Talmon, J. (2009). Inter-
organizational future proof EHR systems. A review of the security and
privacy related issues. Int J Med Inform. 78 (3): 141-60.

Wager, K. Lee, FJ. Glaser, J. (2005). Managing healthcare Information
system. USA: John Wiley & Sons.

Wager, K. Lee, FJ. Glaser, J. (2009). Health Care Information Systems: A
Practical Approach for Health Care Management. USA: Jossey-Bass /
Wiley.

Yoo, S. Kim, S. Lee, S. Lee, KH. Baek, R. Hwang, H. (2013). A study of
user requests regarding the fully electronic health record system at
Seoul National University Bundang Hospital: Challenges for future
electronic health record systems. Int J Med Inform. 82 (5): 387-97.



WWAY 5ol ooty sy ol ot Jlo 5 AN asliliad /47

O 5o dawlids Clasly
Ol O D (S sl o3 ¢ mbligy DMl Cy i g5 cmils 1088 liga
(I35 0y 53)

Karami_m@razi.tums.ac.ir :s 5 51 cuny
U‘xl cub.@.? u_}b.@.? u.{.u)i r)l; al{»«;l: Jl:..‘;;b 4&»:'.&.@,) b Co o st;‘.{: :gﬁ)w L\é)
Ol O O (K gl o&tils ¢ Sy S hn )l a8 2 Slake as

WWAY/E/NY tdllds < ) 50,0

VWAY/SAY tdllde b dy 3N

loy SUNI (5 5>

B Sl w‘ ‘5‘]3 &L&)&‘J %)

=35


mailto:Karami_m@razi.tums.ac.ir

