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ABSTRACT

Background and Aim: The processing of individuals' data by artificial intelligence in the health sector is
closely linked to the necessity of preserving their privacy. Accordingly, the aim of the present article is to
examine, on one hand, ethical challenges such as informed consent, inequality and discrimination, and
lack of transparency and explain ability, and on the other hand, legal challenges such as the legal
personality of therapeutic robots, unauthorized access and breach of patient data confidentiality, and
secondary use of data, in the realm of protecting patients' personal health data.

Methods: This article, using a descriptive-analytical method and library resources, examines the ethical
and legal challenges of protecting patient health data in smart healthcare.

Ethical Considerations: In all stages of writing this research, the originality of texts, honesty, and
trustworthiness have been observed.

Results: Protecting patient health data is an essential matter in the field of smart healthcare. Based on this,
the European Union has made the first efforts to enact protective laws in the form of data protection
regulations in 2016. However, in lranian law, the issue of data protection has not been specifically
addressed, and it seems that enacting data protection regulations, especially health-centric data
regulations, as soon as possible, is a necessity.

Conclusion: Since artificial intelligence is an emerging phenomenon in various domains such as legal and
medical sciences, different countries are striving to enact relevant regulations. The complexity,
technicality, and specialized nature of artificial intelligence have created numerous ethical and legal
challenges, such as the issue of the possibility of recognizing an independent legal personality for
therapeutic robots, the potential breach of patient health data by medical centers, and the use of
discriminatory data in patient treatment, matters that had not been raised in legal science before.
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